


              
             

             
            

                 
              
               
               
                 

                
              

                 
             

          

            

 

       

             
             

         
           
    

             
              
               
           

           
  

 

               
   

             
               
 

               
              

ǿŀǊǊŀƴǘ ŀ wŜŎƻƳƳŜƴŘŀǘƛƻƴΣ /ƻƴŎŜǊƴΣ ƻǊ CƛƴŘƛƴƎΣ ǘƘŜ {//5/ ǿƛƭƭ ǎŜƴŘ ŀ aƻƴƛǘƻǊƛƴƎ [ŜǘǘŜǊ ǘƻ 
ǘƘŜ ǎǳōǊŜŎƛǇƛŜƴǘΦ LŦ ŘǳǊƛƴƎ ŘŜǎƪǘƻǇ ƳƻƴƛǘƻǊƛƴƎΣ ǘƘŜ {//5/ ƻōǎŜǊǾŜǎ ƛƴŘƛŎŀǘƛƻƴǎ ǘƘŀǘ ǊŀƛǎŜ 
ŎƻƳǇƭƛŀƴŎŜ ǉǳŜǎǘƛƻƴǎ ǊŜƭŀǘƛƴƎ ǘƻ ǘŜǊƳǎ ƻŦ ǘƘŜ CǳƴŘƛƴƎ !ƎǊŜŜƳŜƴǘΣ 9{D ǊŜƎǳƭŀǘƛƻƴǎΣ ŀƴŘ ƻǘƘŜǊ 
ƎǳƛŘŀƴŎŜ ǘƘŜ {//5/ Ƙŀǎ ǇǊƻǾƛŘŜŘΣ ǘƘƛǎ Ƴŀȅ ǿŀǊǊŀƴǘ ŀƴ LǎǎǳŜΦ 

LŦ ŀƴ LǎǎǳŜ ŀǇǇŜŀǊǎ ǿŀǊǊŀƴǘŜŘΣ ǘƘŜ {//5/ ǿƛƭƭ ǎŜƴŘ ŀƴ ŜƳŀƛƭ ǘƻ ǘƘŜ ǎǳōǊŜŎƛǇƛŜƴǘ ƴƻǘƛƴƎ ǘƘŜ ƴŜŜŘ 
ŦƻǊ ŀŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ ŎƭŀǊƛŦƛŎŀǘƛƻƴΦ ²ƘŜƴ ǘƘŜ {//5/ ǊŀƛǎŜǎ ŀƴ LǎǎǳŜΣ ǘƘŜ ƛǘŜǊŀǘƛǾŜ ǇǊƻŎŜǎǎ 
ǘƘŀǘ Ŧƻƭƭƻǿǎ ǿƛƭƭ ŘŜǘŜǊƳƛƴŜ ƛŦ ŦǳǊǘƘŜǊ ŀŎǘƛƻƴ ƛǎ ǊŜǉǳƛǊŜŘΦ ¢ƘŜ {//5/ ǿƛƭƭ ŜȄǇƭŀƛƴ ƻōǎŜǊǾŀǘƛƻƴǎ 
ŀƴŘ ǊŜǉǳŜǎǘ ŀ ǊŜǎǇƻƴǎŜ ǿƛǘƘƛƴ ŀ ǘǿƻπǿŜŜƪ ǘƛƳŜŦǊŀƳŜΦ LŦ ǘƘŜ ǎǳōǊŜŎƛǇƛŜƴǘϥǎ ŀƴǎǿŜǊ ŘƻŜǎ ƴƻǘ 
ŜȄǇƭŀƛƴ ƻǊ ŎƻǊǊŜŎǘ ǘƘŜ LǎǎǳŜΣ ŀ aƻƴƛǘƻǊƛƴƎ [ŜǘǘŜǊ ǿƛƭƭ ŦƻƭƭƻǿΣ ŜƭŜǾŀǘƛƴƎ ǘƘŜ LǎǎǳŜ ǘƻ ŀ /ƻƴŎŜǊƴ ƻǊ 
ŀ CƛƴŘƛƴƎΦ {ǳōǊŜŎƛǇƛŜƴǘ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ aƻƴƛǘƻǊƛƴƎ [ŜǘǘŜǊ ǎƘƻǳƭŘ ōŜ ƛƴ t5C ŦƻǊƳŀǘ ǿƛǘƘ ŀƴ 
9ȄŜŎǳǘƛǾŜ ƭŜǾŜƭ ǎƛƎƴŀǘǳǊŜΦ hƴŎŜ ǊŜǎƻƭǾŜŘ ǘƻ ǘƘŜ ǎŀǘƛǎŦŀŎǘƛƻƴ ƻŦ ǘƘŜ {//5/Σ ŀ Cƛƴŀƭ aƻƴƛǘƻǊƛƴƎ 
[ŜǘǘŜǊ ǿƛƭƭ ǎǘŀǘŜ ǘƘŜ /ƻƴŎŜǊƴ ƻǊ CƛƴŘƛƴƎ ŀǎ ŎƭƻǎŜŘΦ ¢Ƙƛǎ ǇǊƻŎŜǎǎ ǿƛƭƭ ǎǳǇǇƻǊǘ ǘƘŜ ŎŀǇŀŎƛǘȅ ƻŦ ŀƭƭ 
ǎǳōǊŜŎƛǇƛŜƴǘǎ ǘƻ ŀŘƘŜǊŜ ǘƻ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ CǳƴŘƛƴƎ !ƎǊŜŜƳŜƴǘ ƛƴ ǘƘŜƛǊ ǇǊƻƎǊŀƳ 
ǎǘǊǳŎǘǳǊŜ ŀƴŘ ŜƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ŜȄǇŜŎǘŀǘƛƻƴǎ ƻŦ CǳƴŘŜǊǎΦ 

9{D {ǘŀƴŘŀǊŘǎΣ ƎǳƛŘŀƴŎŜ ƳŜƳƻǎΣ ŦƻǊƳǎΣ ŀƴŘ ƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ŀǊŜ ŀǘΥ 

http://sonomacounty.ca.gov/CDC/Homeless-Services/Providers/ 

Procedure for the Submission of Participant documents 

tŀǊǘƛŎƛǇŀƴǘ CƛƭŜ ǊŜǾƛŜǿǎ Ƴŀȅ ƛƴŎƭǳŘŜ ǘƘŜ ŜƴǘƛǊŜ ǇŀǊǘƛŎƛǇŀƴǘ ŦƛƭŜ ƻǊ ǎǇŜŎƛŦƛŎ ŘƻŎǳƳŜƴǘǎ ǊŜǉǳƛǊŜŘ 
ǳƴŘŜǊ 9{D ǊŜƎǳƭŀǘƛƻƴǎ ŀƴŘ ǘƘŜ {//5/ 9{D tǊƻƎǊŀƳ DǳƛŘŜ όƛΦŜΦΣ ƛƴƛǘƛŀƭ ŜǾŀƭǳŀǘƛƻƴΣ ǊŜƴǘ 
ǊŜŀǎƻƴŀōƭŜƴŜǎǎΣ ŜƭƛƎƛōƛƭƛǘȅ ŘƻŎǳƳŜƴǘŀǘƛƻƴΣ ŜǘŎΦύΦ ¢ƻ ŜƴǎǳǊŜ ǇŀǊǘƛŎƛǇŀƴǘ ǇǊƛǾŀŎȅ ŀƴŘ 
ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅΣ ǘƘŜ {//5/ ǿƛƭƭ ƎǳƛŘŜ Ƙƻǿ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ǿƛƭƭ ǎǳōƳƛǘ ǇŀǊǘƛŎƛǇŀƴǘ ŦƛƭŜ 
ŘƻŎǳƳŜƴǘŀǘƛƻƴ ǘƻ ǘƘŜ {//5/Φ 

tŜǊ нп /Cw ртсΦрллόȄύόƛύΣ ŀƭƭ ǊŜŎƻǊŘǎ ŎƻƴǘŀƛƴƛƴƎ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦȅƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ όŀǎ ŘŜŦƛƴŜŘ ƛƴ 
I¦5ϥǎ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ǇŀǊǘƛŎƛǇŀǘƛƻƴΣ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴΣ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ƛƴ ŀ ƭƻŎŀƭ IaL{ύ ƻŦ ŀƴȅ 
ƛƴŘƛǾƛŘǳŀƭ ƻǊ ŦŀƳƛƭȅ ǿƘƻ ŀǇǇƭƛŜǎ ŦƻǊ ŀƴŘκƻǊ ǊŜŎŜƛǾŜǎ 9{D ŀǎǎƛǎǘŀƴŎŜ ǿƛƭƭ ōŜ ƪŜǇǘ ǎŜŎǳǊŜ ŀƴŘ 
ŎƻƴŦƛŘŜƴǘƛŀƭΦ ¦Ǉƻƴ ǊŜǉǳŜǎǘ ōȅ ǘƘŜ {//5/Σ ǎǳōǊŜŎƛǇƛŜƴǘǎ ǿƛƭƭ ǇǊƻǾƛŘŜ ǇŀǊǘƛŎƛǇŀƴǘ ŘƻŎǳƳŜƴǘŀǘƛƻƴ 
Ǿƛŀ ŜƴŎǊȅǇǘŜŘ ŜƳŀƛƭ ƻǊ ǇŀǎǎǿƻǊŘπǇǊƻǘŜŎǘŜŘ ¦{. ŦƭŀǎƘ ŘǊƛǾŜ ǘƻ Ƴŀƛƴǘŀƛƴ ǇŀǊǘƛŎƛǇŀƴǘ 
ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅΦ 

tǊƻŎŜŘǳǊŜ 

мΦ ¢ƻ ŎƘƻƻǎŜ ǇŀǊǘƛŎƛǇŀƴǘ ŦƛƭŜǎ ǘƻ ǊŜǾƛŜǿΣ ǘƘŜ {//5/ ǿƛƭƭ ǎŜƭŜŎǘ ǇŀǊǘƛŎƛǇŀƴǘǎ ŜƴǊƻƭƭŜŘ ƛƴ ǘƘŜ 
ŎƻǊǊŜǎǇƻƴŘƛƴƎ IaL{ ǇǊƻƧŜŎǘΦ 
ŀΦ {ǇŜŎƛŦƛŎ ƎǳƛŘŀƴŎŜ ŦƻǊ ŦƛƭŜ ǊŜǾƛŜǿ ǿƛƭƭ ōŜ ƎƛǾŜƴ ƛƴŘƛǾƛŘǳŀƭƭȅ ǘƻ ǎǳōǊŜŎƛǇƛŜƴǘǎ ǿƘƻ 
Řƻ ƴƻǘ ǳǎŜ IaL{ ōŀǎŜŘ ƻƴ ǘƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜƛǊ {ŎƻǇŜ ƻŦ ²ƻǊƪ ŀƴŘ ǇƻǇǳƭŀǘƛƻƴ 
ǎŜǊǾŜŘΦ 

нΦ {ǳōǊŜŎƛǇƛŜƴǘǎ ǿƛƭƭ ǊŜŎŜƛǾŜ ŀƴ ŜƳŀƛƭ ǿƛǘƘ ǘƘŜ ŘƻŎǳƳŜƴǘǎ ǘƻ ōŜ ǎǳōƳƛǘǘŜŘΣ ǘƘŜ ŘŀǘŜ ǘƘŜ 
ǎǇŜŎƛŦƛŜŘ ƳŀǘŜǊƛŀƭǎ ŀǊŜ ŘǳŜΣ ŀƴŘ ŀ ǇŀǎǎǿƻǊŘ ǇǊƻǘŜŎǘŜŘ ŜȄŎŜƭ ǎǇǊŜŀŘǎƘŜŜǘ ǿƛǘƘ ŀ ƭƛǎǘ ƻŦ 



           
              

         
         

    
       
              

         

               
         

 

        
              

              
                

              
        

             
  

                 
        

        

               
             

                
               

      

                 
                 

              
    

                
      
               

              
                

HMIS participant numbers for whom the documents are requested. Subrecipients will 
respond to the SCCDC file request with how they will be submitting the required 
documentation within 48 hours of the SCCDC email. 

3. Methods for the submission of documentation may include: 
a. Encrypted email, or 
b. Password protected USB flash drive, or 
c. Other approved forms of secure transmission to be agreed upon by the SCCDC 

Instructions to open an encrypted document from the SCCDC 

Subrecipients can find instructions on how to respond and open an encrypted email from the 
SCCDC by following the directions in the link below: 

http://sonomacounty.ca.gov/ISD/How-To-Instructions/Opening-an-Encrypted-E-mail/ 

Guidelines for submission of documents via encrypted email 
Subrecipients will notify the SCCDC they will be using encrypted email to send participant 
documentation to the SCCDC within 48 hours of the SCCDC email request for participant 
documentation. The ability to encrypt an email may not be available via all email servers. 
Subrecipients should find out if email encryption is possible before Monitoring to expedite the 
submission of the participant files/documentation to the SCCDC. 

Subrecipients should send any instructions to the SCCDC for opening the encrypted document, 
if applicable. 

If the SCCDC is not able to open an encrypted email, the subrecipient will be requested to 
submit the participant file/documentation via USB flash drive. 

Guidelines for submission of documents via password-protected USB 

If the subrecipient is submitting documentation via USB, they must notify the SCCDC within 48 
hours of the SCCDC email request for participant documentation. SCCDC staff will coordinate 
with the subrecipient for a drop-off time and location of the USB. Subrecipients must drop off 
the USB before the deadline set by the SCCDC for the required participant documentation. 

Instructions for password protecting a USB: 

1. USB drives will be encrypted using BitLocker on Windows for all PC devices. Doing so will 
encrypt the flash drive and require a password to unlock the contents on the flash drive. 

2. When creating a password, follow strong password requirements. Do NOT use the same 
password from other systems. 

3. The subrecipient should have a designated staff member who will hold the recovery key in 
case it is ever required. 

a) Do NOT store the password at the same location as the USB drive 
i. (e.g., a post-it note with the password attached to the encrypted USB drive). 

4. After a copy of the covered data has been placed on the USB drive: 

http://sonomacounty.ca.gov/ISD/How-To-Instructions/Opening-an-Encrypted-E-mail


               
   

           
 

         
    
     
   

                 
             

               
  

               
      

           
    

a) Verify that the USB drive and password work by following instructions to read the 

encrypted covered data. 
b) If applicable, securely delete unencrypted covered data following secure deletion 

guidelines. 
5. USB drives should have the following Identifying Information: 

a) Title (Project Name) 
b) Data owner (Subrecipient name) 
c) Encryption date 

6. When unattended, storage of the USB drive should be in a secured and locked location (e.g., 
cabinets, lockboxes, etc.) where access is limited to users on a need-to-know basis. 

7. After SCCDC staff receives the USB drive, subrecipients will email the password to SCCDC 
staff. 

Upon completion of the file review, SCCDC staff will coordinate with the subrecipient to return 
the USB drive to the subrecipient. 

Please contact Chuck Mottern at chuck.mottern@sonoma-county.org if you have any questions 
about this process. 

mailto:chuck.mottern@sonoma-county.org



